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AUDIT REPORT (TRI/ISU/1/2015, 15/10/2015)
Audit Requirements

The audit requirements are defined in the technical spacification ETSI TS 102 042: ETSI TS 102 042
V241 (2013-02) “Electronic Sighatures and Infrastructures (ESI); Policy Requirements for
certification authorities issuing public key certificates’. Version 24.1, 2013-02, European
Telecommunications Standards Institute, with reference to CA/BROWSER FORUM Baseline

The applicable ETSI certification policies arer NCP, NCP+, DVCP, OVCP
The audit object is the following Netlock's Certification Authority services: ‘

Issuing and management of qualified digital signature certificates (NCP+)
Issuing and management of digital signature certificates (NCP, NCP+)
Issuing and management of SSL Server Certificates (DVCP, OVCP)

Issuing and management of encryption Certificates (NCP, NCP+)

Issuing and management of authentication Certificates (NCP, NCP+)

Issuing and management of CodeSigning Certificates (Non-EV) (NCP, NCP+)

Audit result;

The audit object fulfils all applicable requirements from the audit criteria, as detailed in
TRINSU/1/2015, 15/10/2015.

= All requirements for a CA Practice according to chapter 7 of the rules and standards together
with the therein demanded measures are implemented in terms of the selected Certificate
Policies (NCP, NCP+, DVCP, OVCP).

+ The audited CA also takes lhe responsibility for the norm requirements fulfilment ‘

« The CA provides the certification services according to the definitions of the Certificate
Practice Statement.

« The Certificate Policy is part of an effective certificate policy management with regulations
coricerning respensibilities, communication and PDCA cycle. ‘

« Netlock's CA services meets the following ETS| 102042 defined Normalized Cerdification
Policies:

o Issuing and management of qualified digital signature certificates
NCP, NCP+
o Issuing and management of digital signature certificates ‘
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Issuing and management of SSL Server Certificates (DV, OV)
DVCP, OVCP
o lIssuing and management of encryption Certificates

NCP, NCP+
o Issuing and management of authentication Certificates

NCP, NCP+
o Issuing and management of CodeSigning Certificates (Non-EV)
NCP, NCP+

Summary of the audit requirements
The ETSI| specification ETSI TS 102 042 contains the following requirements.
1 Certification Practice Statement (CPS)

The CA has a presentation of its practices and policies.
2 Public Key Infrastructure — key management life cycle
The CA ensures that CA keys are created under controlled conditions:

- K
TUOVRheinland

The CA ensures that private CA keys are treated confidentially and that their integrity |s maintained.
The CA ensures that the integrity and authenticity of the (published) CA public keys together with all

associated parameters are preserved.

The CA does not generate nor store private signature keys of the certification owner (subject).

3 Public key infrastructure - certificate management life cycle

The CA ensures that the |dentification confirmation of a participant (subscriber) and of a certificate
owner (subject) as well as the correctness of their names and their related data are either checked as
part of the defined service or proved by attestations from appropriate and licensed sources. It also
ensures that applications for a certificate take place in a correct and authorized way, completely

according to the collected proofs respectively attestations.

The CA ensures that the ceftificates are handed out in a secure way so that their authenticity is

maintained.

The CA ensures that the legal terms and conditions are made avallable to the participants

(subscriber) and to the relying parties.

The CA ensures thal cerlificates are made available to the participants (subscriber), certificate owners

{subject) and relying parties to the extent necessary.

The CA ensures that certificates are blocked at short notice using authorized and verified blocking

queries,
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4 CA Management and Operation
The CA ensures that the applied administrative and management methods are appropriate and
correspond to acknowledged standards.

The CA ensures that the objects and information worthy of protection receive an appropriate
protectiorn,

The CA ensures that the employees and the hiring procedures amplify and support the CA
Company's trustability.

The CA ensures that physical access to critical services is controlled and that the physical risks for
the objects worthy of protection are minimized.

The CA ensures that the CA systems are operated safely, according to specification.

The CA ensures that the access to the CA systems is restricted to appropriate, authorized persons.
The CA is to use trustworthy systems and products that are protected against modifications.

The CA ensures that in case of a catastrophe the operation is restored as soon as possible.

The CA ensures that in case of a cessation of the CA operation the potential interference of users
(subscriber) and relying parties is minimized and that the continued maintenance of records that are
required as proof of certification in legal proceedings is given.

The CA ensures that statutory requirements are met.

The CA ensures that all relevant information of a certificate is recorded for a reasonable period of
time, especially for the purpose of proof of certification in legal proceedings.

5 Organization
The CA ensures that its organization is reliable.
6 Additional requirements

The CA allows third parties to check and test their certificates.
The CA does not make use of Cross Certificates that identify the CA as the Subject.

Confirmation (Annex E requirement)

The examination was conducted in accordance with European Standards/Specifications, in particular
the present document and TS 119 403 [i.2] and, where applicable, has considered all current
CA/Browser Forum Requirements.
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Microsoft Root program conformance

Examination was also canducted in accordance the Microsoft root program and the CA conform with
these Requirements too.

Scope clarifications
The audit took place in between 12-14 of October, 2015.
The audit period was from 15.10.2014 to 14.10.2015.

The Certificate and its annex was issued on 15,10.2015. The Annex of the cerificate was modified on
20.10.2015. due to the request of Netlock.

The certificate and the annex is considered the same as the letter of attestation in the local legal and
technical environment,

The audit covered all roots, non-limited sub-roots, and cross-signed non-enrolled rocts: under the
root, and the scope of the audit contained the full PKI hierarchy, as it is documented in the PDS

version of Netlock in 14.10.2015.
The audit covered the following roots and sub-roots specifically.

Shortname | Full name CA availability CRL availability

in structure 2 P

SHAZ GOLD | NetlLock Arany (Class Gold) | www . netlock hufindex cai?ca | www.netlock hu/index c
Fdtanusitvany | =gold gi?erl=gold

SHAZ NetLock Platina (Class | www.netiock hu/index.cgifca | www.netlock huiindex.c

PLATINUM Platinum) Fotanusitvany =platinum giPeri=platinurn

SHA2 Q EAT | NetLock Mindsitett Eat. www. neticck.hufindex cqgi?ca ww.neﬂuE&.hu.findex.g
(Class Q Legal) =calca gi?eri=cqlea
Tanositvanykiadd

SHAZ QS Netlock Mindsitett Eat. www nellock hufindex.cgifca | www.netlock. hu/index.c

EAT (Class O Legal 5) =cqglsea gi?ca=cqlsca
Tanusitvanykiadd

SHAZ A EAT | NetlLock Kozjegyzol Eat. www netlock. hufindex cgi?eca | www, netlock hu/index ¢
(Ciass A Legal) =calca gi?eri=calca
Tanusitvanykiadd B

SHAZ2 B EAT | NetLock Uzlet Eat. (Class B | www.netlock hufindex.cai?ca | www.netiock hufindex.c
Legal) Tanusitvanykiadd =¢blea giterl=chlca

SHAZ C EAT | NetLock Expressz Eat. www. netlosk Auiindex.edi?ea | www netlock. hufindex.c
(Class C Legal) =¢clca §i?cri=cclca
Tanlsitvanykiads |

SHAZ A NetLock Kozjegyzéi (Class | www netlock hulindex cgi?ca | www.netiock hu/index.c
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(Class B) Tanusltvanykiado

cgi?ca=bkozig256

Page 5/5
A) Tanusitvanykiado =caca giferl=caca

SHA2 B NetLock Uzleti (Class B) www netlock hwindex.cgifca | www. netlock hulindex ¢
Tanusitvanykiado =chbca gi?cri=chca

SHAZ C NetlLock Expressz (Class C) | www.netlock hu/index.cgi?ca | www.netiock hu/index.c
Tanisitvanykiado =geca i%cri=ccea

SHAZ MKB MEEB Tantsitvanykiadd Attp:/fer mkb hu/CA4 crt hittp e mkb huw/CA4 crl

EAT

SHAZ MNB MNB Eat. Tanusitvanykiadd | hitpiicdp.mnb hulLHSZ1.cnt | hitp:/icdp.mnb. hu/lLHSZ

| EAT 1.erl

SHAZ hitp:/fwww keler hufcriflhsz2. | http /iwww_keler-hwerlh

KELER EAT | KELER Eat. crt sz2crl
Tanusitvanykiadd

SHAZ MINB MNB Tanusitvanykiadd hitp/ledp.mnb.hu/LHSZ1 ert | hitpicdp. mnb hwLHSZ

) 1.cr
' SHAZ | hitpuiwww keler hulcrlfihsz2. | http/iwww, keler hufcrilih

KELER KELER Tanisitvanykiado crt 522 orf

SHA1 QA Netlock Minositett Kozjegyzoi | www netlock hulindex.cqi?ca | www. netlock hufindex.c
(Class QA) Tanusitvanykiada | =mshea qi?erl=mshesa

SHAT A Netlock Kozjegyzol (Class A) | www . netlock hulindex.cqi?ca | www.netlock hu/index.c
Tanusitvanykiado =kozjeqyzol aiTeri=koziegyzol

SHA1B Metlock Uzleti (Class B) www.netlock hulindex cqi7ca | www netlock hufindex.c
Tanusitvanykiado =uzieti giFeri=uzieti

SHA1C Netlock Expressz (Class C) www. netlock hulindex.cai?ea | www netlock hufindex o
Tanusitvanykiado =Explessz gi?crl=expressz

SHA1 MKB Netiock controlied CA for already archived already archived
MKE Bank, Hungary -

SHA1 MNB Netiock controlled CA for already archived already archived
MNB Bank, Hungary

SHA1 Netlock OnlineSSL Hitelesite | aiready archived already archived

OnlineSSL Alegyseq”

SHA2 KIQ | NetLock Mingsitett https:/iwww netiock hufindex. | hittps:/iwww, netlock.hulf|
Kozigazgatasi (Class Q) cgifca=mkozig256 ndex cgi?eri=mkozig256
Tanlsitvanykiada

SHAZ KIB NetlLock Kozigazgatasi Uzieti | https:/'www netiock hufindex. | https-//www netlock huli

! nidex.cgi?cri=bkozig256

Date of issue:
Budapest, 2015.10.20.

TUV Rheintand interCeart Kft. — Product Certification Body — H-1132 Budapest, Vaci Gt 48/A-B — www.tuv.hu

TT 0% -Tite 50




		2015-10-27T12:06:35+0100
	Nem érhetõ el
	A digitális aláírás a NetLock Kft. PDF Signo termékével készült.




